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About EAB

EAB is a best practices firm that uses a combination of research,
technology, and data-enabled services to improve the performance of
more than 1,300 educational organizations. EAB forges and finds the
best new ideas and proven practices from its network of thousands of
leaders, then customizes and hardwires them into every level of
member organizations, creating enduring value. For more
information, visit eab.com.

About the University Research Forum

With declining federal and internal subsidies, it has become more
challenging to grow the research enterprise. The University Research
Forum provides best practices and implementation support to help
chief research officers prioritize strategic growth areas, communicate
needs and values to campus stakeholders, and better align long-term
planning with research funding realities.
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LEGAL CAVEAT

EAB Global, Inc. ("EAB”) has made efforts to
verify the accuracy of the information it provides
to members. This report relies on data obtained
from many sources, however, and EAB cannot
guarantee the accuracy of the information
provided or any analysis based thereon. In
addition, neither EAB nor any of its affiliates
(each, an “EAB Organization”)is in the business of
giving legal, accounting, or other professional
advice, and its reports should not be construed as
professional advice. In particular, members
should not rely on any legal commentary in this
report as a basis for action, or assume that any
tactics described herein would be permitted by
applicable law or appropriate for a given
member’s situation. Members are advised to
consult with appropriate professionals concerning
legal, tax, or accounting issues, before
implementing any of these tactics. No EAB
Organization or any of its respective officers,
directors, employees, or agents shall be liable for
any claims, liabilities, or expenses relating to (a)
any errors or omissions in this report, whether
caused by any EAB organization, or any of their
respective employees or agents, or sources or
other third parties, (b) any recommendation by
any EAB Organization, or (c) failure of member
and its employees and agents to abide by the
terms set forth herein.

EAB is a registered trademark of EAB Global, Inc.
in the United States and other countries.
Members are not permitted to use these
trademarks, or any other trademark, product
name, service name, trade name, and logo of any
EAB Organization without prior written consent of
EAB. Other trademarks, product names, service
names, trade names, and logos used within these
pages are the property of their respective holders.
Use of other company trademarks, product
names, service names, trade names, and logos or
images of the same does not necessarily
constitute (a) an endorsement by such company
of an EAB Organization and its products and
services, or (b) an endorsement of the company
or its products or services by an EAB
Organization. No EAB Organization is affiliated
with any such company.

IMPORTANT: Please read the following.

EAB has prepared this report for the exclusive use
of its members. Each member acknowledges and
agrees that this report and the information
contained herein (collectively, the “Report”) are
confidential and proprietary to EAB. By accepting
delivery of this Report, each member agrees to
abide by the terms as stated herein, including the
following:

1. All right, title, and interest in and to this
Report is owned by an EAB Organization.
Except as stated herein, no right, license,
permission, or interest of any kind in
this Report is intended to be given, transferred
to, or acquired by a member. Each member is
authorized to use this Report only to the
extent expressly authorized herein.

N

. Each member shall not sell, license, republish,
distribute, or post online or otherwise this
Report, in part or in whole. Each member shall
not disseminate or permit the use of, and shall
take reasonable precautions to prevent such
dissemination or use of, this Report by (a) any
of its employees and agents (except as stated
below), or (b) any third party.

w

. Each member may make this Report available
solely to those of its employees and agents
who (a) are registered for the workshop or
membership program of which this Report is a
part, (b) require access to this Report in order
to learn from the information described herein,
and (c) agree not to disclose this Report
to other employees or agents or any third
party. Each member shall use, and shall
ensure that its employees and agents use, this
Report for its internal use only. Each member
may make a limited number of copies, solely
as adequate for use by its employees and
agents in accordance with the terms herein.

4. Each member shall not remove from this
Report any confidential markings, copyright
notices, and/or other similar indicia herein.

5. Each member is responsible for any breach of
its obligations as stated herein by any of its
employees or agents.

6. If a member is unwilling to abide by any
of the foregoing obligations, then such
member shall promptly return this Report and
all copies thereof to EAB.
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Tool

Internal Presentation

Template

Goal

Use this tool to create your own foreign
interference briefing presentation(s) for
internal audiences (e.g., faculty, research
office staff, cabinet, Board of Trustees).

Intended User
Chief research officers and their teams

©2019 EAB Global, Inc.  All Rights Reserved.

Overview

This tool provides users with critical
messages to communicate to internal
audiences and includes a plug-and-play
deck for an executive audience to reduce
the burden of creating an internal
presentation from scratch. Further speaking
points are included in the Notes section of
the accompanying PowerPoint slides.

Source: EAB interviews and analysis.
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Internal Presentation on Research Security and
Foreign Interference

Key Presenter Points
Recent federal actions on research security are directly and indirectly impacting university leaders,
faculty, students, and staff. With widespread confusion and uncertainty abound, CROs play a crucial
role in keeping their institutions informed of the latest federal developments and protecting the
research mission. This has empowered the CRO to communicate the core implications and catalyze
university conversations around institutional strategy and policy.

Presentations allow CROs to provide more context and strategic considerations than other mediums,
such as a one-pager or infographic. CROs can leverage these presentations in one-on-one
conversations or university cabinet meetings, monthly or quarterly research meetings, or any other
meetings with institutional leaders.

Key Messages for University Leaders and Stakeholders

Amplified Attention on Research
Security

Widespread scrutiny from elected officials,
federal agencies, university governance, and
media related to protecting the research
enterprise from foreign interference and
economic espionage.

Rationale: Faculty, institutional leaders, and
other stakeholders may not be aware of what is
driving the focus on research security and the
primary concerns raised by officials.

Protecting Due Process in Research
Investigations

Acknowledge concerns that federal research
investigations unfold haphazardly without a
clear articulation of formal procedures, defined
scope of inquiry, or appropriate respect for
university and faculty rights.

Rationale: CROs need to assure stakeholders
that they are protecting due process while
balancing compliance. Most importantly, they
need to articulate how they are working to
ensure all security measures will remain
equitable.

Preservation of an Open Research
University

Emerging tensions at universities between
research security initiatives and longstanding
institutional values, such as academic freedom,
free movement, and open collaboration.

Rationale: CROs should communicate what
principles and operations may be most at risk
and listen to the concerns raised by other
stakeholders, providing a foundation for ongoing
institutional dialogue around these issues.

©2019 EAB Global, Inc.  All Rights Reserved.
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Uncertainty Over Existing and Future
Federal Compliance Requirements

Sense that federal research security policy
fluctuates with significant speed and
consequence, limiting the university’s ability to
respond to new requirements and make longer
term plans.

Rationale: Internal stakeholders benefit from
understanding the fluid and opaque nature of
federal communications and policies on research
security and foreign interference.

Unease Over Negative Impacts on
Chinese Students and Researchers

Recognition that both the rhetoric and actions of
federal officials alienates and targets Chinese
nationals on campus.

Rationale: The impacts of federal actions have
been disproportionally felt by the ethnic Chinese
community at universities. CROs should
articulate awareness and dedicated efforts to
prevent marginalization and provide support.

Pan-University Potential Implications
and Coordination Requirements

Awareness that federal actions will effect
multiple university units, leaders, and
stakeholders, requiring effective institutional
coordination.

Rationale: Many stakeholders are unaware of
how this issue relates to their purview and what
coordinating activities they need to take. CROs
can illuminate the scope of the problem and
facilitate institutional strategic planning.

Source: EAB interviews and analysis.
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Internal Presentation on Research Security and

Foreign Interference

Key Presenter Points (cont.)

Tips for Effective Internal Presentations

Tip

Emphasize federal policy uncertainty
and volatility

Don’t overwhelm the audience with
too much information

Organize presentations around
common questions, concerns, and
misconceptions

Match your level of specificity and
detail to the intended audience

Keep your slide count low, but include
hidden slides with additional details

Leave plenty of time for Q&A

©2019 EAB Global, Inc. ¢ All Rights Reserved.

Implementation Guidance

As formal federal policy continues to be developed, it is important to
recognize the confusion that currently exists across the research
community and the potential for fluctuations in scope, implication, and
urgency of federal actions.

When giving internal presentations, CROs and their teams often try to
cover too much ground in a short period of time. This can frustrate the
audience and reduce the amount of information they retain. Instead,
start with the most critical information for your audience and dedicate
time to helping them truly learn the content. Then provide other
opportunities and resources for them to broaden and/or deepen their
understanding (e.g., follow-up session, online resources, emails).

Consider building your presentation around common questions,
concerns, or misperceptions about current research security policy and
recent federal developments, especially those that you hear on your
campus. This provides you with a simple structure and framework for
your presentation and way to prioritize the topics to cover.

Tailor the depth and specificity of your presentation based on the needs
and priorities of your audience. For example, research office staff
members need to be informed about administrative policy changes, such
as conflict of interest (COI) policies and how it will impact their
workload; in contrast, if you are presenting to the Board of Trustees or
executive cabinet, include a high-level overview of the broader issue
related to foreign interference and what strategic questions need to be
answered for the university.

Even if you don’t plan on talking about institution specific actions and
policies, it can be helpful to include hidden slides on these topics in your
presentation. These are useful if your audience has specific questions or
wants more info on the topic than you originally anticipated.

Attendees derive the most value from asking questions about research
security at internal presentations. This also can help you identify
additional strategic considerations and misconceptions.

Source: EAB interviews and analysis.
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Internal Presentation on Research Security and
Foreign Interference

Slide Key Features and Optional Customizations
Template Presentation (Core Slides)

The following pages showcase eight downloadable template slides for an introductory presentation on
research security and foreign interference targeted at an executive-level audience. The boxes on the right
highlight key elements and customization recommendations for CROs and their teams to consider before
utilizing these slides. A brief script of talking points is included within the Notes section of each slide to aid
in facilitating the presentation.

o Key Features
An Increasing Eye Toward National Security g ° PrOVides_ context on the factors Qriving the
As Tensions with China Increase, So Too Do Compliance Expectations emphaS|ZEd federal focus on Chinese
China's Selentific Rise ..and the Attention of research and development as well as the
Capturing Headlines... Lawmakers and Regulators .
scope of the issue
o l:?n'nesle Mational Suspicion .
QELEY Chine Daciared World's Eenurd oculty. lawmakers and  Identifies the three areas where federal
L sty ;ﬁf;.f;;’j‘g‘,_"‘g;;,;_‘;;j:i‘,‘;ﬁ,‘;,.sa: decisionmakers have focused their attention
D fomestic universities. from a rhetorical and policy perspective
China is Overtaking ® Foreign Connection Suspicion
the US in Scientific All farms of fareign investmant in
Research research are under scrutiny,
including gifts, equipment, and
be_ e —_— 4 industry money,
® Hational Priority Suspicion
qk 1 in 5 corporations say China’s explicitly stated national
China has stolen their IP priorities have yielded a
CNBC | ithin the last year defensive reaction from the LS,
- - so far focused on protection and
retaliation
e Key Features
International Tensions, Local Implications 3 * Shows how broad_er geo_pontin_i' issues and
How Global Political Strife Trickles (or Falls) Down to Universities govern mental actions d|reCt|y impact the
o i ional and r rch enterpri
R% &) = educational and research enterprise
Lrnvinbgiration Trade/ EComomic National Security Global
and Talent Competitvensss and Defense Partnerships
e L“.m — J Lm'f:.:::::.,.J S st J Optional Customization
Applications to S Ivvectiwant Fooks te China o Bayond “m..'“m":gu
and Canada Punge Falout Trade Dispute .
.a_ S S SR + Add other examples of impacts that have
' University Impact ’ been felt on your campus or by close peers
ativa anvionment - Matend predtis shift - Remowng Ron-citizens - INCIGSENG TUS VarsuS
for intamational toward protectionsm, from sansithea rasearch them™ mentality sk
shudknits N3y ITOM OPan SR . Srcecer mecyrity e dvksions
+ Suspicion of non-cikizen  « Local communities feel meazxes argund access = Countnes and regons
Faculty the impact, decressing and information taking cues from US
+ Declining intamational uriversity Fvestments . pecrrictions on funding ard China, feouming
et vient e ke o oot Db et
:DL’IE_T'“W - e e g b o
for malfeasances
e Key Features
From Trade War to Faculty Research Scrutiny . + Outlines the major ever!ts 'r‘ the trade Yvar
Unpacking the Headline-Grabbing Timeline of Trade Tension between the us and Chlna In para”el Wlth
. federal research security developments
Frasidant Trump Chins responds Trade magotiatiors
wrders probes into with retalistory colap== and both US
Chinsas 10 theft tariffs on U5 and China announce
and trade deficit products new and larger tarffs
i
Ji.‘\.\i.’lr 2016 Aped 2016 A.-.'\-".A‘JJB Decamber 2018 May J‘b’i; Aust 201 - - -
] ® o L ] ® o > Optional Customization
12 e ot e e e e + Add any other major events that you think
il e e rasatan Erina sty have impacted your institution
and surinum Sganst Cansds duclaras China 25 3
CUrancy manipator
Major Events Tied to University Research
g‘gu:r 20, 2018 M 0, 2010 Ma-y 25, 2000 .mr:y 5, 2010 .dn-gnﬂ 21, 20e0
HIH cends kettars First dismissal of First firing of First Canadian First faderal chargas
to rGtitutions MesEarchess ovar tanured professcrs resaanchers removad agarst & tanured
warning of thrsats  China rasut from NIH - (Emory Univarsity)  from lab (N tional profassor for tes to
fram China bttars (MO Anderson) Microbiolegy Lab) S‘HS:"{::!;VHN

Source: EAB interviews and analysis.
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Internal Presentation on Research Security and
Foreign Interference

Slide Key Features and Optional Customizations (cont.)

Too Many Gates, Too Few Guards?

Government-Identified Threats to Research from Forelgn Interference

...0.

Loss of Top Talent,
Intentionallty or ot
The ripple affect of
Faculty nvestigations
and takent acquisition
pragrams is casting us
our best and brightest

a

Espionage in
Sensitive Labs
Investigations cantinus
ta expose ntentianal,
placemnent af Farsign
researchers inta
restricbed spaces

(e

Direct Influence of
Ongoing Research
Farsign govarnments
continue to acoess
reszarch thraugh
funding, géts, and
partnerships, aften

i N
——
Cyber Dperations
Agalnst Universithes
Cancentratad, coordinated
cyber attads by state-
spansored ackors are
becoming mars camman
and getting better results

Theft af
Intellectual Property

Thraugh diract theft or
indiract

 fa

with unwitting faculty

o

Abdication of
Global Leadarship
Whie we turn nward to

sgents cantinus ta sxtrack
dizcavenes fram
universities

reign spedfic threats,
tha rest of tha workd

continues to mvest and
excel n RED without us

A Balancing Act of Security and Institutional Interests

Government-ldentified Threats Create Tension With Unlversity Interasts

y .

=
Econaimic Esplonage

Targeted acquisition of sensitive ressarnch,
intell=ctual property, and data

L]
Research Integrity and Security
Fafeign gowemments may attampt to

covertly acoass and nfluence US research
through funding, gfts, and parinerships

A
Mational RED Competithieness
Geopoltical tensions disnpt multinational

eolaborations by ncentivizing campatition
and constraining informatian sharing

e

==

Froe Movement of People and Tdeas
Universities rely an access to
intemational talent and expartiss for
res=arch and enrcimant

i_Tm
Academic Freedom

Effective research requires 3 kavel of sk
taking and creativity

igh

Global Multiciltira lism

Universities benefit from fluid
interactions of people and parspactives
acrass barders

Government-Identified Threats ( 3 Institutional Interests

When to Cooperate and When to Push Back

Spectrum of Approaches to Security Relationship with Government

Coprirrative

Institution choomes to woluntanily and proackively

angsge with faderal sgancies tn share

information, data, and access to uriversity

faciities and systams

+ Mgats reguiary with Tadaral agants to pass
high kvl and case spacific ntaligance

+ Granks permizsion for agency to review

university documents snd systems without sy

Il recuirsment ko do 5o

+ Makas univarsity staff readly avalabls to
sppart iwestigations

+ Bermits routine montoring of university
faciities and faculty

Pros: Coms:

# Proactiveintaligsnce x Risk of overeach by

gathering and nisk agency/imtitution

amessrmant _—
¥ hppeases agencies

and regulators on nationaiity and

mpeding dus process

= cover
profing faculty bassd

Adversarial

Irstibubinn withhokds collsboration with federsl
agencies and only rescts after sufficient dos
process hes heen dsmonstrated through a legal or

adminis!
» Abst:
e

trative mesns (=.g., subpoena)
sing from commurication with Tadaral
s until raquirad to do so

+ Fefuses ko grant agency scosss tounivenity
documents and systems without legal

machanism

» Danks wniversity stalf spport untd formal
invastigation commancas

* Fushes back on attempts by sgencies tn
monitor university faciities and faculty

DPros:

Cons:

# Distances university  x Reduces proactive
from sgercy ackirs nfamation sharng

¥ Dppeasss many

fac

® [rites potertial
retalistion andy'or
mcreassd scruting
by agencies

ity and students

i AR i i ity
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Key Features

« Presents the main threats from foreign
interference, mostly by China, identified by
politicians and government officials

Optional Customization

» Add specific threats your institution has been
warned of or experienced

Key Features

« Explains the tension that can arise between
addressing government-identified threats
and preserving institutional values

« Facilitates conversations around what
institutional interests may be at risk and how
best to balance compliance with goals

Optional Customization

» Customize institutional interests and/or call
out other values

Key Features

« Qutlines an archetypical spectrum of
institutional approaches towards
collaboration with government agencies on
research security matters and investigations

» Presents pros and cons associated with each
extreme archetype

Optional Customization

* Modify pros and cons to match institution
specific assessment

Source: EAB interviews and analysis.
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Internal Presentation on Research Security and
Foreign Interference

Slide Key Features and Optional Customizations (cont.)

Charting Our Institution's Course .

Open Strateglc Questions for Government and Ourselves

e
Ny A
i
Institution

Palicy what wil future compliance wihat laval of complance and
o requirements loak lke? proactive actions should we take?

Advocacy What groups ane working to shape Haw can we advocate for our
agency polcy approaches and faculty and students?
{““}) offer unhersity input?
Ownership What security burdens wil Who andfar what unit wil
universities be sxpected ta own coordinate aur respanse and
I and what wil the gowernment palicy?

| own?

Commumnication When wil additional guidance and Who will spearhead
clarification be communicated? communicatian with faculty,

i dents, and staff?
g D) students,

Aspire to Balance Security and Academic Freedom .

“ Steps for Protecting our
Campus Communities
Wia can safeguard aurselves from
fareign thieats without damaging the
wery apen slements that have mads
our university-based ressarch
entemriza tha best in the workd. And
it doesn't reguire ending internatianal
ressarch colaborations, which are J Campus dimate survays for
foundational to scentific research students and faculty to entfy and
advances,.[t can be done, and we suppert winerable populations
must accomplish bath goals
effectively far the 15, sdentfic sty
entemrise o continue to thive [

Proactive communication about
the limited scope of investigatians
and rarity of wrangdeng

Participation i professianal
association warking groups, bath
an s=curity and faculty support
Pater McPherson, President, APLT
Mary Sue Coleman, President, AR Colaboration with international
J research entities to maintain and
,’ grow global efforts
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Key Features

» Depicts the core strategic questions
university leaders have related to research
security broken down by topic and the
internal or external nature of the question

- Designed to facilitate conversations around
university strategy and planning

Optional Customization

« Change questions to reflect your institution’s
priorities and concerns

Key Features

« Reiterates goal of protecting both research
and institutional values

« Lists potential steps to take to support
university community

Optional Customization

» Customize with any other proposed or
ongoing steps at your institution

Source: EAB interviews and analysis.
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Internal Presentation on Research Security and
Foreign Interference

Optional Slides to Customize for Your Audience and Campus
Template Presentation (Optional Slides)
This page showcases two downloadable template slides that can be added to the previous eight slides

for an internal presentation. The boxes on the right highlight when CROs might want to include each
slide as well as customization recommendations.

e When to Include
) : + This slide is useful if your institution’s
Where You Stand Has Much To Do With Where You Sit 10 lead hi 4 d i h
Mapping Impact of Government Research Security Actlens Across Cabinet €aders Ip wants more detail on how
president provast [ — international tensions impact their role
Impact: Prassurs from insti tutional Impact: Faculty suspkcion, Impact: Fisks to tuition revers
GEMANCE e educs fisks ard ackhdzm, and ansaty 2] 3330 conpliancs costs
anaura complanca imperative: Retaring and Imperstive: Sustsining rmtitutional
Imperstive: Mantanng uriversity recruiting tep facuity and achieving | fnancial heaith through volatile
strategy and mission despite masmum program errolment intemational student enroliment opt.onal c stom. at.on
geoplibical tenmons I u Iz I
Chied Resaarch Officer Chiéel Enrollmant Odficer Chiad Information Ofices H
pacs: Camgce sdiristatie | imgact:Crallnge racnig | Impac: rberscury rsots vt + Change titles and add/remove leaders and
burden, goverment agency mternationsl studerts and top controled access to saraitve . . . .
imiestiatirs, and metubeed | taknt informatn units as needed to match institutional
response coordination Imparacive: Hitting anrolimant Imperative: Erauring [T security . . .
Imparstive: Managing ntemal and | ‘targets with dminihad Chinage | and protacals specific organ|zat|ona| structure
axtamal whia el
guanding racearch enberprics
General Counsel Chief Adwancement Gificer Chief Student Affairs Dificer
Impact: Redtime nead o assass impact: Quastions from donos Impact: Suspicions and hostiitks
wnivarsity compliancs and updats and renviaw of Chinass gifts and towards Chirssa and intemationa
pelicius grants studants
Imperstive: Balancing compliance imperative; Cormerng pool of Imperstive: Frassrying an inclusive
with due process large ndividusl and corporste campus and support for al
donors students
[F————
0 When to Include
c q q . i i i - i
Navigating Research Security as a Team I Th|s_ slide is useful for more re_search ;entrlc
How Foreign Interference Could Impact Research Office Leaders a Ud iences to u nd erstan d hOW internationa l
@ @ @ tensions impact their role
Tech Transfer and Comy
Indhustry Relations and Integrity Research Development
* Vet COrporate partners o = Review grant pmpo?als and « Monitor funding apendes
identfy nefanous actors conficts of interest fonms for shifts in their strategic H H H
and potential security rsks far fareign relationships priorities and expectations optlonal customlzatlon
» ProtectIP portfolio from = Educate faculty on « Examine agancy formal and h f . ﬂ ff
ECONOMIC asponaga reporting reguiramants and infarmnal restictions on .
and cyberattacks COMPEANCE CONSEGUENCEs wha can callabarate C a ng e na mes o u n Its to re eCt you r 0 Ices
.g o °°°°‘“:'“""” structure
Fadilities and Sponsored Programs
Infrastructurs and Administration Communications
» Evaluate existing = Manage any added security * Keep university community
infrastructure to date mine restictions industry and infarmad on research
wiho has acoess and what agencies make ti thair sacuity and compliance
areas are Mmost sensitive research agreements resounces
= Consider adopting stricter = Ensure travel and « Handle press and
access protocols for certain procurement palides reflect community inquires on
systems and spaces agency guideines university securnty actions
M s i i
Source: EAB interviews and analysis.
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