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Legal Caveat

EAB Global, Inc. ("EAB”) has made efforts to
verify the accuracy of the information it provides
to partners. This report relies on data obtained
from many sources, however, and EAB cannot
guarantee the accuracy of the information
provided or any analysis based thereon. In
addition, neither EAB nor any of its affiliates
(each, an “EAB Organization”) is in the business
of giving legal, accounting, or other professional
advice, and its reports should not be construed as
professional advice. In particular, partners should
not rely on any legal commentary in this report as
a basis for action, or assume that any tactics
described herein would be permitted by applicable
law or appropriate for a given partner’s situation.
Partners are advised to consult with appropriate
professionals concerning legal, tax, or accounting
issues, before implementing any of these tactics.
No EAB Organization or any of its respective
officers, directors, employees, or agents shall be
liable for any claims, liabilities, or expenses
relating to (a) any errors or omissions in this
report, whether caused by any EAB Organization,
or any of their respective employees or agents, or
sources or other third parties, (b) any
recommendation by any EAB Organization, or (c)
failure of partner and its employees and agents to
abide by the terms set forth herein.

EAB is a registered trademark of EAB Global, Inc.
in the United States and other countries. Partners
are not permitted to use these trademarks, or
any other trademark, product name, service
name, trade name, and logo of any EAB
Organization without prior written consent of EAB.
Other trademarks, product names, service
names, trade names, and logos used within these
pages are the property of their respective
holders. Use of other company trademarks,
product names, service names, trade names, and
logos or images of the same does not necessarily
constitute (a) an endorsement by such company
of an EAB Organization and its products and
services, or (b) an endorsement of the company
or its products or services by an EAB
Organization. No EAB Organization is affiliated
with any such company.

IMPORTANT: Please read the following.

EAB has prepared this report for the exclusive use
of its partners. Each partner acknowledges and
agrees that this report and the information
contained herein (collectively, the “Report”) are
confidential and proprietary to EAB. By accepting
delivery of this Report, each partner agrees to
abide by the terms as stated herein, including the
following:

1. Allright, title, and interest in and to this
Report is owned by an EAB Organization.
Except as stated herein, no right, license,
permission, or interest of any kind in this
Report is intended to be given, transferred to,
or acquired by a partner. Each partner is
authorized to use this Report only to the
extent expressly authorized herein.

2. Each partner shall not sell, license, republish,
distribute, or post online or otherwise this
Report, in part or in whole. Each partner shall
not disseminate or permit the use of, and shall
take reasonable precautions to prevent such
dissemination or use of, this Report by (a) any
of its employees and agents (except as stated
below), or (b) any third party.

3. Each partner may make this Report available
solely to those of its employees and agents
who (a) are registered for the workshop or
program of which this Report is a part, (b)
require access to this Report in order to learn
from the information described herein, and (c)
agree not to disclose this Report to other
employees or agents or any third party. Each
partner shall use, and shall ensure that its
employees and agents use, this Report for its
internal use only. Each partner may make a
limited number of copies, solely as adequate
for use by its employees and agents in
accordance with the terms herein.

4. Each partner shall not remove from this
Report any confidential markings, copyright
notices, and/or other similar indicia herein.

5. Each partner is responsible for any breach of
its obligations as stated herein by any of its
employees or agents.

6. If a partner is unwilling to abide by any of the
foregoing obligations, then such partner shall
promptly return this Report and all copies
thereof to EAB.
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Higher Education’s Ongoing Virtual Reality

After Saving the Day, IT Needs Tools to Stabilize and Move Forward

A Brief Introduction: Where Are We Now?

Months into the COVID-19 pandemic, higher education leaders must consider how to
continuously improve their operations during these prolonged periods of disruption and social
distancing.

At institutions across the country, many of the stop-gap measures deployed by the IT
organization to save the Spring 2020 semester will prove insufficient for this extended timeline.
IT will need to work closely with university leadership to develop more appropriate and effective
remote processes and pedagogies.

What Comes Next? The subject of this toolkit

21\ IT Pandemic Operations Assessment

w==em /o What has gone well? Where could we be stronger? What are the lessons learned?

As IT leaders continue to navigate operations amidst COVID-19, they must regularly reflect
purposefully on the efficacy of their immediate response - what did we do well? Where
could we have reacted more quickly or more efficiently? Answering these questions requires
objectively reflecting as an organization and documenting key lessons learned.

IT Value Assessment
What metrics should we document? How do we tell our story to campus?

As most institutions face budget cuts in the next fiscal year, IT leaders must navigate an
uncertain future where they may be asked to do more with less. Indeed, in times of
austerity IT organizations generally have felt the brunt of cost-cutting efforts. IT
organizations must therefore explain their value and continued vision for service to leaders
across campus with a compelling narrative.

How to Use this Toolkit

- Facilitate team leadership discussion to reflect upon IT’s COVID-19
response and operational endurance

« Document key lessons learned and actionable next steps to address
operational vulnerabilities

» Determine quantifiable indicators that measure IT’s impact on
operational and academic continuity

» Craft a compelling narrative of IT’'s value during COVID-19 to share with
the campus community and leadership
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@ EAB

IT Pandemic Operations
Assessment

« IT Pandemic Operations Assessment Worksheet
» Score Tally Sheet
» Discussion Guide and Action Plan
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COVID-19 IT Operations Assessment: Overview

Use the worksheets in this section to review the IT organization’s response to the challenges of remote
and hybrid operations amidst a pandemic. The worksheets divide IT’s response into nine categories, each
containing between three and 10 items. Items are rated both from a past perspective, to determine how
well IT accomplished necessary goals during the most recent period of operations, and from a future
perspective, to identify actions that ensure services remain viable.

Past: COVID-19 Response

g

Future: Operational Sustainability

Where has the COVID-19 response been Review What aspects of the COVID-19 transition
especially strong or weak? What lessons need to be upgraded to stay viable for the
can be learned about how to handle such next six months? Where is minor
crises in the future? maintenance enough?
Scoring: Statement associated with the Scoring: To meet required service levels
item describes my institution: for the next 6 months, item will need:

1. Not at all 1. Major upgrade

2. Somewhat 2. Maintenance/enhancement

3. Well 3. Minor or no action

Conducting the COVID-19 IT Operations Assessment

The review can be done by a single leader, but we advise making it an IT leadership team exercise,
supplemented if desired by major stakeholders or IT governance participants. Use the results to
surface differing perceptions as well as to identify action items.

How has the IT How can we stabilize

agltvizio aspeoiunldthe organization performed reswgr?;ed:gookulrike virtual operations
P reE/iew? in different aspects of P overall? and prepare for the
response? future?
A 4 A 4 A4 A4

0
il P

Invite participants
from IT leadership

and stakeholder
groups as desired

13

Caf

Copy category
subtotals from
worksheet to tally
sheet and note items
scored 1 (lowest)

O—>

FLY

Participants use
worksheets to score
response and
sustainability of
operations with
respect to the last 1-
3 months

Discuss results and
identify action items
for medium- and
long-term response

Revisit the scorecard
and re-evaluate
scores every 1-3
months.
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IT Pandemic Operations Assessment Worksheet

Part I: Rate the statements below using these scales and add up the column totals in each section.

+ Response: The statement describes our institution’s pandemic operations: 1=Not at all, 2=Somewhat, 3=Well

- Sustainability: To meet needed service levels for the next six months, item will need: 1=Major upgrade,
2=Maintenance/enhancement, 3=Minor or no action

1. Remote and Hybrid Instruction

_ SUStainabiIity

Course availability

LMS

Teaching & learning
coordination

Virtual desktops

Remote examinations

Instructional and
classroom tools

Learning analytics

2. Digital Divide

All active course and course materials are available online
without significant delays or course interruptions

Our learning management system can accommodate
larger/changing loads without performance degradation

We collaborate effectively with teaching and learning staff
to meet faculty pedagogical/course delivery and digital
fluency needs

We make computer lab desktops and specialty software
available to students as needed

We make proctoring and secure examination delivery
services available as needed

We provide the full range of synchronous and
asynchronous, in-person and remote teaching tools that
faculty needed

We can collect, analyze, and disseminate critical information
about course delivery and student learning

Subtotals

Laptop/PC loans for
students

Connectivity for
students

eduroam

We collect, image, and distribute enough laptops or PCs to
meet demand from disadvantaged students

We provide connectivity options to all students who had
inadequate Internet access (e.g., Wi-Fi hotspots, cellular
discounts)

Our student body can use eduroam to log in to other
institutions” Wi-Fi using our credentials

Subtotals

Continued on next page —»
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IT Pandemic Operations Assessment Worksheet

Rate the statements below using these scales and add up the column totals in each section.
+ Response: The statement describes our institution’s pandemic operations : 1=Not at all, 2=Somewhat, 3=Well

- Sustainability: To meet needed service levels for the next six months, item will need: 1=Major upgrade,
2=Maintenance/enhancement, 3=Minor or no action

5. Work at Home Support

We provide enough VPN connections to support remote
business operations

Our collaboration tools have sufficient functionality,
Collaboration tools security, and adoption to support all needed modes of
work

. We achieve sufficient scale and functionality in
L e ] webconferencing to support remote work operations
Faculty and staff We provide prompt and effective service desk support to
support staff for technology-related issues

We provision faculty and staff with hardware needed for
Hardware provision work-at-home operations (e.g., computers, monitors,
webcams, etc.).

We meet the need for training staff in basic tools needed

B G to work effectively at home.

Subtotals

4. Containment and De-Densification

We provide technical support to schedule and administer
COVID-19 testing (if applicable)

Testing support

At minimum, we provide technical support for contact
tracers to track outreach to exposed persons; at most, we
support out an exposure notification app (if applicable)

Exposure
notifications

We help administer health check surveys to deter people
Health checks with COVID-19 symptoms from participating in on-campus
activities (if applicable)

We provide technical support to update system data fields
and/or support workflows to administer quarantining
protocols (if applicable)

Quarantine
administration

We maintain updated and accurate COVID-19 dashboards
COVID-19 dashboards to communicate operating status, active cases, and testing
rates

We effectively deliver data and analysis to support

Business intelligence - , s . ; .
9 administrators’ decision-making for pandemic operations

Subtotals

Continued on next page —»
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IT Pandemic Operations Assessment Worksheet

Rate the statements below using these scales and add up the column totals in each section.
+ Response: The statement describes our institution’s pandemic operations : 1=Not at all, 2=Somewhat, 3=Well

- Sustainability: To meet needed service levels for the next six months, item will need: 1=Major upgrade,
2=Maintenance/enhancement, 3=Minor or no action

5. Client Services

Help desk Our help de;k meets demand while maintaining acceptable
service quality

L q Our service catalog and/or knowledge base significantly

L sl assists users transitioning to remote operations

We can quickly provide effective user support resources

O LIRS specific to the pandemic response (web pages, social

ot media, etc.)
Service management We use our service management system effectively to
system respond to COVID-19/online operations challenges

We work effectively with local IT and customer

L EEEE departments to hand off cross-unit service requests

Subtotals

6. Cybersecurity

_ SUStainabiIity

User security Our user community demonstrates a good basic awareness
awareness of security practice during remote operations

Security We promptly and effectively reach out to appropriate
communications communities about emerging security threats

We maintain our ability to detect cybersecurity threats
Threat detection throughout the changing circumstances of the COVID-19
response

We can securely authenticate remote users and provide

Remote access .
access to all essential systems

We have adequate protections in place to allow secure use
BYOD of personally owned devices for business and academic
purposes

Subtotals

Continued on next page —»
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IT Pandemic Operations Assessment Worksheet

Rate the statements below using these scales and add up the column totals in each section.
+ Response: The statement describes our institution’s pandemic operations : 1=Not at all, 2=Somewhat, 3=Well

- Sustainability: To meet needed service levels for the next six months, item will need: 1=Major upgrade,
2=Maintenance/enhancement, 3=Minor or no action

7. IT Talent Management

We have adequate internal or external access to the core
Skills portfolio skills needed to manage campus transitions between in-
person and remote operations

. We reallocate staff and work priorities flexibly, based on
Staff reassignment skills and need
We take steps to maintain IT staff morale and productivity
SELT HEGELE under conditions of high stress

Our IT staff have the skills and tools they needed to work
ST O L e effectively from home where necessary

Staff access to Where necessary, staff can access and maintain on-
campus resources campus resources without undue risk

Subtotals

8. Core IT Functions

Major enterprise systems remain operational and are

Enterprise systems -
P Y accessible to users

Network Campus network availability remains high

We maintain high availability of on-campus infrastructure
I EERLE RS and can maintain and reconfigure systems as needed
We communicate effectively with vendors to maintain

WAETE R (R PR service quality and upgrade functionality as needed

Project portfolio We adjust the project portfolio as needed and maintain
management continuity on essential projects
Business continuity Our business continuity plan proves valuable in responding
management to shifts in campus operating status

Subtotals

Continued on next page —»
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IT Pandemic Operations Assessment Worksheet

Rate the statements below using these scales and add up the column totals in each section.

+ Response: The statement describes our institution’s pandemic operations : 1=Not at all, 2=Somewhat, 3=Well

- Sustainability: To meet needed levels for the next six months, item will need: 1=Major upgrade,
2=Maintenance/enhancement, 3=Minor or no action

9. Campus Partnerships

Academic stakeholder
engagement

Business stakeholder
engagement

Coordination with
distributed IT

IT brand
communication

Emergency
operations team

Executive leadership
team

IT governance

IT actively engage with academic unit stakeholders about
service needs, project status, and other concerns

IT actively engage with business unit stakeholders about
service needs, project status, and other concerns

Central and distributed IT coordinate their actions and
performed complementary functions as needed

Communications from IT promote a positive and helpful
image of the IT organization

IT takes part in the institution's emergency operations
team and maintains regular communication with it

IT is in regular contact with executive leadership to
understand campus needs and communicate technology
actions

Our IT governance structure productively shapes our
COVID-19 response and communications with campus

Subtotals

Continue to Part II —»
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IT Pandemic Operations Assessment Tally Sheet

Part II: Copy the worksheet response and sustainability subtotals for each category into the table below. Identify
items scored 1 for Response and/or Sustainability for each category in the column on the right.

Response Sustainability A
Category Vulnerabilities (Items Scored 1)

1. Remote and Hybrid

Instruction /21 /21
2. Digital Divide /9 /9
3. Work at Home

Support /18 /18
4. Containment and De-

Densification /18 /18
5. Client Services / 15 / 15
6. Cybersecurity / 15 / 15
7. IT Talent

Management /15 /15
8. Core IT Functions / 18 / 18
9. IT Campus /21 / 21

Partnerships

TOTALS
(Max 150)

Continue to Part III —»
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IT Pandemic Operations Discussion Guide &
Action Plan

Part III: Answer the questions in the boxes below.

Operations Assessment Debrief

What has the IT organization done well to maintain business and academic continuity, and
where have operations been less successful?

Is there a root cause or common factor underlying most or all of the weaker areas of
operations? What can be done to ameliorate this in the future?

Sustainability of Pandemic Operations

What are the most urgent items of the current environment to upgrade or reinforce in order to
assure reliable operations for at least another six months?

What resources will be needed to address these issues?

What funding, approvals, or other resources will IT need from institutional leadership to
assure continued reliable virtual operations?

12
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IT Value Assessment

e IT Performance Metrics
» IT Supporting Projects List
e IT Value Heuristic Worksheet
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IT Value Assessment: Overview and Workflow

Measuring the Value of IT

Upon assessing operations, IT organizations must turn
to documenting their work and explaining their
contribution. As universities cut budgets, IT will likely
face an uphill challenge in demonstrating their value to
campus leaders and maintaining needed funding
levels. IT organizations should therefore ask: “"What
aspects of the COVID-19 response and transition most
effectively communicate IT's value to campus? How did
our previous work position us for success?

We recommend IT leaders use the proposed lists in
this section as brainstorming devices to: (1) document
the IT organization’s responsiveness to pandemic

operations (see pages 15-17); and (2) craft a
compelling narrative of IT’s role (see page 18).

Conducting the IT Value Assessment

66

“After the transition to remote
operations, we asked people how
we did, and all they remembered
was that we handed out laptops.
It was so underwhelming.”

CIO

Private University

79

This review should be completed first by IT staff collecting relevant data points and then as a group
exercise led by IT leadership. Use the results to identify action items and to brainstorm how IT can
most effectively communicate its role in sustaining pandemic operations to campus.

| 2

Task IT Teams
with Compiling
Relevant Metrics

ﬁ%*

For consideration:

Meet as a Group
to Review
Metrics

Before collecting metrics data, IT leaders must first
decide on the appropriate measurement type for
each metric. IT leaders might consider:

« Comparative dates: This involves selecting a
date of “normal” operations (likely on or before
March 1, 2020) and comparing to an appropriate
reference point during the COVID-19 pandemic.

+ Cumulative to date: This represents the total
number relevant to each metric from the start of
institutional response to COVID-19 through
today. Metrics identified with an asterisk (*) on
pages 15-17 may present good candidates for
cumulative assessment.

©2020 by EAB. All Rights Reserved

4

3

Identify Outliers
or Unexpected
Data Points

)

4

Select Metrics that
Most Effectively
Demonstrate IT’s Value

For consideration:

When examining which data points are outliers or
are otherwise unexpected, as well as which metrics
most effectively demonstrate IT's value, IT leaders
and staff should also consider the following:

14

Based on the data, where did IT perform
well? Where could IT perform better? IT
organizations should use quantifiable data to
supplement qualitative-based response reviews.

Which previously completed or ongoing
projects allowed IT to respond well? In
explaining IT’s value, IT leaders should highlight
how IT’s work across the last several years
(intentionally or unintentionally) prepared the
institution for the pandemic. For more, see page
18.

eab.com
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IT Metrics to Consider

Part I: Document metrics that compare IT operations during ‘normal’ and pandemic times. To start,

consider the following:

Remote and Hybrid Instruction

Courses live on LMS* .

Student LMS logins .
Instructor trainings .
completed* .
Faculty help desk calls* .
Student help desk calls* .

Teaching and learning .
center calls*

Virtual desktops* 0

Digital Divide

Laptop/PC loans* .
Cellular hot spot loans* .
Relocated WiFi Aps .
(parking lots, etc.)* .
EDUROAM* .

Work at Home

VPN use* .
Devices loaned o
Staff help desk calls* .
Web conferences (Zoom, .
Webex, etc.)* .
Staff trainings completed* .
Staff messaging platform .
usage o

Count
Total SCH represented

COVID-19 testing

Exposure notifications*
Count

Count per time zone

Count Health check surveys

Count per mode (F2F v.

online) COVID-19 Dashboards

Ticket count

Ticket count

Ticket count as
available

Concurrent users

Lab machines made

available Security

Containment and De-Densification

Uptime of platforms

- Adoption of apps
+ Count of exposure
notifications

« Completion rates across
eligible participants

- Frequency of updates

*  Number of views

e Accuracy of data

+ Availability of testing
data

- Ability to view data by
historical trends,
constituent group

Security trainings
completed*
Machines repurposed

Machines loaned out to

Logins denied
students

Malicious executables

Devices distributed to blocked*

constituents

Devices relocated MFA logins*

Total traffic conducted

Non-institutional logins Client Services

supported

Ticket volume*

Concurrent users

Laptops
Monitors

Ticket count Time to ticket resolution

Meetings count Knowledge base usage

Traffic

Count

Count per mode (F2F v.
online)

Logins

Message count

Traffic

*Note: EAB suggests conducting “cumulative to date” analyses for these metrics.

15

+  Count

« Count per mode (F2F v.
online)

+  Count

+ Count

+  Count

*  Count

* Count per
faculty/staff/students

+ Count per mode
(phone, email, chat)

*  Count per tier

* Mean time per ticket

» Article hits as available

Continue to Part II —»
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IT Metrics to Consider cont.

Document metrics that compare IT operations during ‘normal’ and pandemic times. To start, consider
the following:

IT Staff
Total FTE available for « FTE
transition
IT staff working remotely « FTE
» Percentage of total
IT staff reassigned to « FTE
transition-related duties . Percentage of total
Projects
Transition related technical * Project count, FTEs
projects* assigned
Non-transition projects * Project count, FTEs
continued assigned
Network
Total traffic » Traffic volume
Uptime * Percentage of network
availability
*Note: EAB suggests conducting “cumulative to date” analyses for these metrics. Continue to Part II —»
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Supporting IT Projects and Initiatives

Part II: IT leaders recognize that IT’s ability to support remote and hybrid operations benefited from
projects and initiatives completed pre-COVID-19. However, it’s critical that IT organizations
effectively share that message with university leadership to demonstrate value.

Brainstorm which pre-COVID-19 IT projects strengthened the institutional response, including
completed projects and in-flight implementations that were expedited to accommodate COVID-19
operations. The following list of illustrative IT projects and initiatives are aligned with specific metric
areas proposed in Part I. To start, consider the relevant categories and IT initiatives below.

In doing so, also consider:

* Project duration - When was this project completed? How long did it take to implement?
e IT contribution — How much work did this require from IT staff?
* Project sponsors — Who led this implementation?

Remote instruction

Work at home

Digital divide

Client services

IT staff

Category Supporting IT Projects and Initiatives

LMS implementation and upgrades

IT service management system and practices

Virtual desktop infrastructure, computer lab management software

VPN

Web conferencing tools

Collaboration tools: Slack, Teams, etc.

Office 365/Teams/Google G Suite

Laptop loan programs, disk imaging tools, desktop support organization

Wifi infrastructure

Project management office and best practices

Service management system

Knowledge base

IT talent management: recruiting, hiring, training

“For the past 5 years we were preparing for the pandemic
without realizing that we were preparing.”

CIO

Regional Private University

79

Continue to Part III —»
17
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IT Value Heuristic Worksheet

Part III: Use this guide to compile IT metrics on services and projects and craft a compelling
narrative about IT’s contributions to operational and academic continuity during the pandemic.

Begin with an area of strategic concern, then list the strategic objectives of the institution or major
stakeholder unit during the COVID-19 pandemic. As a team, then examine the ways that IT has
contributed to that objective either through more recent projects or pre-COVID-19 initiatives and pair
relevant metrics to demonstrate IT's value.

]- Choose an area of strategic concern in which you wish to demonstrate IT value.

[ ] Teaching and Learning [ | Enroliment Growth [ ] Administration
[ ] Research [ | Student Experience [ | Diversity and Inclusion
[ ] Community Service [ | Campus Health and Safety [ ] Other:

2 List strategic objectives of the institution or major stakeholder unit within this area.

3 Consider ways in which your IT unit has recently contributed to the strategic objectives
above:

* Made a workflow or process faster,
easier, or cheaper to deliver.

* Improved security or compliance of a
process.

« Improved the institution’s ability to
measure, assess, or manage a process.

» Added a capability that was not
previously available.

« Expanded access to an existing
capability.

* Helped increase institutional revenues.

List up to three initiatives that made one or more contributions like these. Initiatives may
be projects, services, organizational changes, or other supporting activities.

. . External

A) [ ] [ ] [ ]
B) [ ] [ ] [ ]
c) [] [] []

4 For each initiative in the table above, check the appropriate box if:
« IT Claimable: IT can claim most or all of the credit for the contribution.
« Quantifiable: IT's contribution can be quantified with reasonable accuracy (within 20%).
- External Validation: A customer, consultant, or other non-IT party will confirm IT’s value claim.

18
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