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Legal Caveat

EAB Global, Inc. (“EAB”) has made efforts to 
verify the accuracy of the information it provides 
to partners. This report relies on data obtained 
from many sources, however, and EAB cannot 
guarantee the accuracy of the information 
provided or any analysis based thereon. In 
addition, neither EAB nor any of its affiliates 
(each, an “EAB Organization”) is in the business 
of giving legal, accounting, or other professional 
advice, and its reports should not be construed as 
professional advice. In particular, partners should 
not rely on any legal commentary in this report as 
a basis for action, or assume that any tactics 
described herein would be permitted by applicable 
law or appropriate for a given partner’s situation. 
Partners are advised to consult with appropriate 
professionals concerning legal, tax, or accounting 
issues, before implementing any of these tactics. 
No EAB Organization or any of its respective 
officers, directors, employees, or agents shall be 
liable for any claims, liabilities, or expenses 
relating to (a) any errors or omissions in this 
report, whether caused by any EAB Organization, 
or any of their respective employees or agents, or 
sources or other third parties, (b) any 
recommendation by any EAB Organization, or (c) 
failure of partner and its employees and agents to 
abide by the terms set forth herein.

EAB is a registered trademark of EAB Global, Inc. 
in the United States and other countries. Partners 
are not permitted to use these trademarks, or 
any other trademark, product name, service 
name, trade name, and logo of any EAB 
Organization without prior written consent of EAB. 
Other trademarks, product names, service 
names, trade names, and logos used within these 
pages are the property of their respective 
holders. Use of other company trademarks, 
product names, service names, trade names, and 
logos or images of the same does not necessarily 
constitute (a) an endorsement by such company 
of an EAB Organization and its products and 
services, or (b) an endorsement of the company 
or its products or services by an EAB 
Organization. No EAB Organization is affiliated 
with any such company.

IMPORTANT: Please read the following.

EAB has prepared this report for the exclusive use 
of its partners. Each partner acknowledges and 
agrees that this report and the information 
contained herein (collectively, the “Report”) are 
confidential and proprietary to EAB. By accepting 
delivery of this Report, each partner agrees to 
abide by the terms as stated herein, including the 
following:

1. All right, title, and interest in and to this 
Report is owned by an EAB Organization. 
Except as stated herein, no right, license, 
permission, or interest of any kind in this 
Report is intended to be given, transferred to, 
or acquired by a partner. Each partner is 
authorized to use this Report only to the 
extent expressly authorized herein.

2. Each partner shall not sell, license, republish, 
distribute, or post online or otherwise this 
Report, in part or in whole. Each partner shall 
not disseminate or permit the use of, and shall 
take reasonable precautions to prevent such 
dissemination or use of, this Report by (a) any 
of its employees and agents (except as stated 
below), or (b) any third party.

3. Each partner may make this Report available 
solely to those of its employees and agents 
who (a) are registered for the workshop or 
program of which this Report is a part, (b) 
require access to this Report in order to learn 
from the information described herein, and (c) 
agree not to disclose this Report to other 
employees or agents or any third party. Each 
partner shall use, and shall ensure that its 
employees and agents use, this Report for its 
internal use only. Each partner may make a 
limited number of copies, solely as adequate 
for use by its employees and agents in 
accordance with the terms herein.

4. Each partner shall not remove from this 
Report any confidential markings, copyright 
notices, and/or other similar indicia herein.

5. Each partner is responsible for any breach of 
its obligations as stated herein by any of its 
employees or agents.

6. If a partner is unwilling to abide by any of the 
foregoing obligations, then such partner shall 
promptly return this Report and all copies 
thereof to EAB. 
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EAB Tabletop Exercise After-Action Report: Summary

Instructions: As a team, please review the observer’s notes and fill out the following after-action report. Include 
concrete next steps and completion dates where appropriate.

Existing Protocol Review

1 In the process of responding to the security incident, when was existing protocol unclear or insufficient? 

2
In what particular situations might the institution benefit from the creation of a new protocol? What specifically 
would they address?

Role Call

3 At what points during the exercise were an individual’s, team’s, or department’s role unclear?

https://www.eab.com/
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EAB Tabletop Exercise After-Action Report: Summary

5
What roles/responsibilities should be shifted from one individual, team, or department to another, in order to 
avoid taxing existing staff and resources?

4 Where did you identify the need for greater collaboration across individuals, teams, or departments?
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EAB Tabletop After-Action Report: Action Planning

Instructions: Based on your answers to the previous questions, as well as your group discussion and notes, fill out 
the chart below highlighting the existing vulnerabilities, gaps, or shortcomings in your institution’s incident 
response, and the action steps you will take to remedy them.

Description of the 

Vulnerability

Actions or 

Investments 

Needed to 

Address

Priority1

(1 = most urgent, 

2 = important,      

3 = not urgent)

Individual/  

Team/ 

Department 

Assigned to:

Due 

Date
Status

Vulnerability Analysis
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EAB Tabletop After-Action Report: Action Planning

Final Considerations

Pulling up as a group, what are the one to three next steps that the team is committed to doing in follow-up to 
today’s exercise:

1

2

3
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